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C H A P T E R  1  G E T T I N G  S T A R T E D

MicroPython is  a  l ightweight version of  Python that can

run on microcontrol lers ,  such as ESP32.  MicroPython al lows

you to program the ESP32 board with Python code,  making

it  easier  and faster  to develop applications for  the Internet

of  Things ( IoT)  and sensor systems.  IoT and sensor

applications are rapidly growing f ields that enable you to

connect devices ,  col lect  data,  and control  the physical

world with the power of  the internet .

Let ’s  learn how to instal l  micropython on the esp32

tutorial ,  we wil l  download the off icial  micropython

binaries and f lash them to esp32.  Then veri fy  the working

of micropython on esp32.

What You Need:
ESP32 Module:  This  is  the hardware you' l l  be

programming.

Micro USB Cable:  To connect ESP32 to your computer .

Computer :  With internet access to download necessary

f i les  and software.
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C H A P T E R  1  G E T T I N G  S T A R T E D

Steps to install  micropython on esp32:

Step 1 :  Download the Firmware
Go to the MicroPython Website :  Vis it  the MicroPython

downloads page.

Select  Firmware for  ESP32:  Look for  the section labeled

'Firmware for  ESP32 boards' .

Download the Latest  Version:  Cl ick on the l ink to

download the latest  f i rmware ( .bin f i le)  to your

computer .

Step 2:  Install  esptool .py
Instal l  Python:  Make sure you have Python instal led on

your computer .  You can download it  f rom the Python

off icial  website .

Open Command Line:  Open Command Prompt

(Windows) or  Terminal  (macOS/Linux) .

Instal l  esptool :  Type pip instal l  esptool  and press Enter .

This  tool  is  used to communicate with the ESP32 chip.

Link to documentation

Step 3:  Connect ESP32 to Computer
Plug in Your ESP32:  Use the micro USB cable to connect

the ESP32 to your computer .

Check the COM Port :

On Windows,  open Device Manager and look under

'Ports  (COM & LPT) '  to f ind out which COM port  the

ESP32 is  connected to.

On macOS/Linux,  open Terminal  and type ls  /dev/tty . *  to

l ist  the devices connected.

Step 4:  Erase the Flash
Open Command Line:  I f  you closed it  earl ier ,  open it

again.

Go to the ESP32 Port :  Type esptool .py --port  COMx

erase_flash (replace 'COMx'  with the correct  COM port) .

Execute the Command:  Press Enter  to erase the exist ing

flash on the ESP32.

5  O F  3 0 7



C H A P T E R  1  G E T T I N G  S T A R T E D

Steps to install  micropython on esp32:

Step 5:  Flash MicroPython
Locate the Downloaded Firmware:  F ind where you saved

the .bin f i le  (that you downloaded in step 1)

1 .

F lash the Firmware:  Type esptool .py --port  COMx --baud

460800 write_f lash -z  0x1000 path-to-your-

downloaded.bin (replace 'COMx'  with your COM port  and

'path-to-your-downloaded.bin'  with the path to the

downloaded .bin f i le) .

2 .

Step 6:  Verify  Installation

Verify  instal lat ion using Thonny

One simple way to veri fy  the instal lat ion is  instal l  thonny

and select  your COM Port  or  tty  connected device from

settings.  You wil l  see the >>> s ign on thonny's  shel l

indicating that micropython is  instal led.

Veri fy  instal lat ion using Putty on windows:

Instal l  a  Serial  Terminal :  Instal l  a  program l ike PuTTY or

use the built- in terminal  for  communication.  Open the

serial  terminal ,  select  the COM port ,  set  the baud rate to

115200,  and connect .

1 .

Check for  MicroPython Prompt:  You should see the

MicroPython prompt >>> .  I f  you see this ,  congratulations,

MicroPython is  instal led!

2 .

You've successful ly  instal led MicroPython on your ESP32.  
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To cal l  a  REST API  from an ESP32 using MicroPython,  you' l l

typical ly  need to connect the ESP32 to a Wi-Fi  network and

then use HTTP methods to interact  with the API .  Below is  a

step-by-step tutorial  to achieve this .

We wil l  use microphone in this  tutorial  to cal l  REST API

from ESP32:

What do you need
ESP32 with MicroPython Instal led

Wi-Fi  network Detai ls  (SSID and password) .

Step 1 :  Code to Connect ESP32 to Wi-Fi

I M P O R T  N E T W O R K

#  I N I T I A L I Z E  W I - F I  I N T E R F A C E
W L A N  =  N E T W O R K . W L A N ( N E T W O R K . S T A _ I F )
W L A N . A C T I V E ( T R U E )

#  W I F I  C R E D S
S S I D  =  ' Y O U R _ W I F I _ S S I D '
P A S S W O R D  =  ' Y O U R _ W I F I _ P A S S W O R D '

#  C O N N E C T  T O  Y O U R  W I - F I :
W H I L E  N O T  W L A N . I S C O N N E C T E D ( ) :
    P A S S
P R I N T ( ' C O N N E C T E D  T O  W I - F I ' ) )

C H A P T E R  2
H O W  C A L L  A  R E S T  A P I  F R O M  E S P 3 2  U S I N G  M I C R O P Y T H O N
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Step 2:  Install  urequests Library ( I f  Not Present)

The urequests  l ibrary is  used for  making HTTP requests .  I t

may or  may not be included in your MicroPython f i rmware

( its  included in latest  micropython) .



C H A P T E R  2
H O W  C A L L  A  R E S T  A P I  F R O M  E S P 3 2  U S I N G  M I C R O P Y T H O N
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Step 3:  Code to Call  REST API

I M P O R T  U R E Q U E S T S

#  C A L L I N G  A  P U B L I C A L Y  A V A I L A B L E  R E S T  A P I
U R L  =  ' H T T P : / / A P I . E X A M P L E . C O M / D A T A '
R E S P O N S E  =  U R E Q U E S T S . G E T ( U R L )

#  C H E C K I N G  T H E  R E S P O N S E
I F  R E S P O N S E . S T A T U S _ C O D E  = =  2 0 0 :
   P R I N T ( R E S P O N S E . T E X T )  #  P R I N T I N G  A P I  R E S P O N S E
E L S E :
  P R I N T ( ' F A I L E D .  E R R O R  C O D E : ' ,  R E S P O N S E . S T A T U S _ C O D E )

Step 4:  Run Your Code (complete code here)

I M P O R T  N E T W O R K
I M P O R T  U R E Q U E S T S

#  I N I T I A L I Z E  W I - F I  I N T E R F A C E
W L A N  =  N E T W O R K . W L A N ( N E T W O R K . S T A _ I F )
W L A N . A C T I V E ( T R U E )

#  W I F I  C R E D S
S S I D  =  ' Y O U R _ W I F I _ S S I D '
P A S S W O R D  =  ' Y O U R _ W I F I _ P A S S W O R D '

#  C O N N E C T  T O  Y O U R  W I - F I :
W H I L E  N O T  W L A N . I S C O N N E C T E D ( ) :
    P A S S
P R I N T ( ' C O N N E C T E D  T O  W I - F I ' ) )

#  C A L L I N G  A  P U B L I C A L Y  A V A I L A B L E  R E S T  A P I

U R L  =  ' H T T P S : / / D O G . C E O / A P I / B R E E D S / L I S T / A L L '  #  Y O U  C A N  U S E
Y O U R  A P I  U R L  H E R E
R E S P O N S E  =  U R E Q U E S T S . G E T ( U R L )

#  C H E C K I N G  T H E  R E S P O N S E
I F  R E S P O N S E . S T A T U S _ C O D E  = =  2 0 0 :
   P R I N T ( R E S P O N S E . T E X T )  #  P R I N T I N G  A P I  R E S P O N S E
E L S E :
  P R I N T ( ' F A I L E D .  E R R O R  C O D E : ' ,  R E S P O N S E . S T A T U S _ C O D E )
R E S T  A P I  C A L L  F R O M  E S P 3 2  U S I N G  M I C R O P Y T H O N

I f  you are using older version of  micropython,  lets

download the urequest  with this  s imple step:

Download the f i le  from here and save it  on the root

directory of  your esp32 (using thonny or  any f i le  transfer

tool  l ike ampy) .  Using thonny it  wil l  be easier



Step 5:Verify  the Output
Check the output on the serial  console (thonny's  ser ial

console) .  You should see the response from the REST API !

Cheers

C H E C K  T H E  O U T P U T  O N  T H E  S E R I A L  C O N S O L E  ( T H O N N Y ' S  S E R I A L
C O N S O L E ) .  Y O U  S H O U L D  S E E  T H E  R E S P O N S E  F R O M  T H E  R E S T  A P I !

C H E E R S

C H A P T E R  2
H O W  C A L L  A  R E S T  A P I  F R O M  E S P 3 2  U S I N G  M I C R O P Y T H O N

1 0  O F  3 0 7

save above code f i le  named as main.py and transfer  to your

esp32 (using thonny) .  

You can also directly  save f i le  using thonny to your esp32.

(shown in image)

Reset esp32 and you wil l  see the API  cal l  going from esp32,

result  wil l  be printed on console (thonny'  console) .



C H A P T E R  0 3
H O W  T O  S E N D  E M A I L  U S I N G  E S P 3 2  W I T H

M I C R O P Y T H O N  A N D  B R E V O



Brevo ( formally  Sendinblue)  is  widely used for  i ts  rel iabi l i ty

and ease of  integration,  and offers  a  REST API  for  sending

emails .  In this  tutorial ,  we wil l  go step by step about how

to send email  using esp32 with micropython and brevo

What do you need
ESP32 Module:  With MicroPython f i rmware instal led.

Brevo Account:  Sign up for  a  free brevo account here.

Brevo API  Key:  Create an API  key in your Brevo account.

Step 1 :  Setting Up Your Environment
Connect ESP32 to Your Computer1 .

Use Thonny to write and save your code2.

Step 2:  Code to Connect ESP32 to Wi-Fi
import  network

I M P O R T  N E T W O R K

# # # # #  I N I T I A L I Z E  W I - F I  I N T E R F A C E
W L A N  =  N E T W O R K . W L A N ( N E T W O R K . S T A _ I F )
W L A N . A C T I V E ( T R U E )

# # # #  W I F I  C R E D S
S S I D  =  ' < Y O U R - S S I D > '
P A S S W O R D  =  ' < Y O U R - P A S S W O R D > '

P R I N T ( W L A N . I S C O N N E C T E D ( ) )
T I M E . S L E E P ( 0 . 5 )

#  C O N N E C T  T O  T H E  W I - F I  N E T W O R K
W L A N . C O N N E C T ( S S I D ,  P A S S W O R D )

C H A P T E R  3
H O W  T O  S E N D  E M A I L  U S I N G  E S P 3 2  W I T H  M I C R O P Y T H O N  A N D

B R E V O
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Step 3:  Upload the urequests l ibrary to esp32

This  l ibrary can be s ingle f i le  named urequests .py or  a

folder named "urequests"  with a "__init__.py"  f i le  inside.  In

the code example attached I  used the l ibrary with folder .  

You can download the f i le  from here and extract  the init

f i le  to urequests  folder inside root directory of  esp32.

It  should look l ike this :

 /urequests /__ in i t__ .py

I M P O R T  U R E Q U E S T S
I M P O R T  U J S O N

B R E V O _ A P I _ K E Y  =  ' < Y O U R - A P I - K E Y - H E R E > '

U R L  =  ' H T T P S : / / A P I . B R E V O . C O M / V 3 / S M T P / E M A I L '

H E A D E R S  =  {
    ' A C C E P T ' :  ' A P P L I C A T I O N / J S O N ' ,
    ' A P I - K E Y ' :  B R E V O _ A P I _ K E Y ,
    ' C O N T E N T - T Y P E ' :  ' A P P L I C A T I O N / J S O N ' ,
}

D A T A  =  {
    " S E N D E R " :  {
        " N A M E " :  " E S P 3 2  C L I E N T " ,
        " E M A I L " :  " < Y O U R - E M A I L - I D > "
    } ,
    " T O " :  [
        {
            " E M A I L " :  " < R E C E I V E R - E M A I L - I D > " ,
            " N A M E " :  " < R E C E I V E R  N A M E > "
        }
    ] ,
    " S U B J E C T " :  " H E L L O  W O R L D  F R O M  E S P 3 2 " ,
    " H T M L C O N T E N T " :  " < H T M L > < H E A D > < / H E A D > < B O D Y > < P > H E L L O ,
< / P > T H I S  I S  M Y  F I R S T  T E S T  E M A I L  S E N T  F R O M  E S P 3 2  U S I N G  B R E V O .
< / P > < / B O D Y > < / H T M L > "
}

R E S P O N S E  =  U R E Q U E S T S . P O S T ( U R L ,  D A T A = U J S O N . D U M P S ( D A T A ) ,
H E A D E R S = H E A D E R S )

C H A P T E R  3
H O W  T O  S E N D  E M A I L  U S I N G  E S P 3 2  W I T H  M I C R O P Y T H O N  A N D

B R E V O
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I M P O R T  U R E Q U E S T S
I M P O R T  U J S O N
I M P O R T  N E T W O R K
I M P O R T  T I M E

#  I N I T I A L I Z E  W I - F I  I N T E R F A C E
W L A N  =  N E T W O R K . W L A N ( N E T W O R K . S T A _ I F )
W L A N . A C T I V E ( T R U E )

W L A N . D I S C O N N E C T ( )

#  W I F I  C R E D S
S S I D  =  ' < Y O U R - S S I D > '
P A S S W O R D  =  ' < Y O U R - P A S S W O R D > '

P R I N T ( W L A N . I S C O N N E C T E D ( ) )
T I M E . S L E E P ( 0 . 5 )

#  C O N N E C T  T O  T H E  W I - F I  N E T W O R K
W L A N . C O N N E C T ( S S I D ,  P A S S W O R D )

P R I N T ( ' C O N N E C T E D  T O  W I - F I ' )

B R E V O _ A P I _ K E Y  =  ' < Y O U R - A P I - K E Y - H E R E > '

U R L  =  ' H T T P S : / / A P I . B R E V O . C O M / V 3 / S M T P / E M A I L '

H E A D E R S  =  {
    ' A C C E P T ' :  ' A P P L I C A T I O N / J S O N ' ,
    ' A P I - K E Y ' :  B R E V O _ A P I _ K E Y ,
    ' C O N T E N T - T Y P E ' :  ' A P P L I C A T I O N / J S O N ' ,
}

D A T A  =  {
    " S E N D E R " :  {
        " N A M E " :  " E S P 3 2  C L I E N T " ,
        " E M A I L " :  " < Y O U R - E M A I L - I D > "
    } ,
    " T O " :  [
        {
            " E M A I L " :  " < R E C E I V E R - E M A I L - I D > " ,
            " N A M E " :  " < R E C E I V E R  N A M E > "
        }
    ] ,
    " S U B J E C T " :  " H E L L O  W O R L D  F R O M  E S P 3 2 " ,
    " H T M L C O N T E N T " :  " < H T M L > < H E A D > < / H E A D > < B O D Y > < P > H E L L O ,
< / P > T H I S  I S  M Y  F I R S T  T E S T  E M A I L  S E N T  F R O M  E S P 3 2  U S I N G  B R E V O .
< / P > < / B O D Y > < / H T M L > "
}

R E S P O N S E  =  U R E Q U E S T S . P O S T ( U R L ,  D A T A = U J S O N . D U M P S ( D A T A ) ,
H E A D E R S = H E A D E R S )

I F  R E S P O N S E . S T A T U S _ C O D E  = =  2 0 1 :
    P R I N T ( " E M A I L  S E N T  S U C C E S S F U L L Y ! " )
E L S E :
    P R I N T ( " F A I L E D  T O  S E N D  E M A I L .  R E S P O N S E : " ,  R E S P O N S E . T E X T )
R E S P O N S E . C L O S E ( )

Complete Code for  sending email  from esp32

C H A P T E R  3
H O W  T O  S E N D  E M A I L  U S I N G  E S P 3 2  W I T H  M I C R O P Y T H O N  A N D

B R E V O
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Voila !  this  is  al l  you need to send email  f rom esp32.  You

can download this  code with requests  l ibrary in the f i le

below and place on your esp32 (add your api  key and

emails)  in places l ike <YOUR-API-KEY-HERE>

C H A P T E R  3
H O W  T O  S E N D  E M A I L  U S I N G  E S P 3 2  W I T H  M I C R O P Y T H O N  A N D

B R E V O

7  O F  3 0 7
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In this  chapter  we wil l  be coding our own port  scanner for

port  scanning using esp32 and micropython.  Please note

that this  is  for  educational  purposes only .  Scanning

networks without permission can be i l legal  and unethical .

Lets  dive into a brief  introduction of  port  scanning,  why its

unethical  and then coding one for  us .

What is  Port  Scanning?
Port  scanning is  a  way to discover open spots ,  cal led ports ,

on a computer 's  network.  This  helps to understand which

parts  of  the network or  computer on network can talk to

the outside world.

Why Port  Scanning is  Unethical?
Scanning ports  on someone else 's  network is  not only

unethical  but also i l legal  in many countries .  I ts  s imilar  to

the methodical ly  checking al l  doors and windows in a

building to f ind which ones are open.  Hackers usual ly  use

this  method on a network or  computer to see how far  they

can reach and what they can access on target computer or

network.

Other uses of  Port  Scanning
You might have question,  i f  i ts  unethical  why the hel l  this

information is  avai lable so easi ly  and people l ike me are

giving away the code to perform this  scan.  The one major

use of  port  scanning is  in vulnerabil ity  scanning.  To

perform an assessment about how vulnerable a network is

to cyber attacks or  security  breaches.

C H A P T E R  4 - P O R T  S C A N N I N G  U S I N G  E S P 3 2  A N D  M I C R O P Y T H O N

7  O F  3 0 7



I M P O R T  S O C K E T
I M P O R T  T I M E
I M P O R T  N E T W O R K

#  I N I T I A L I Z E  W I - F I  I N T E R F A C E
W L A N  =  N E T W O R K . W L A N ( N E T W O R K . S T A _ I F )
W L A N . A C T I V E ( T R U E )

#  W I F I  C R E D S
S S I D  =  ' < Y O U R  W I F I  S S I D > '
P A S S W O R D  =  ' < Y O U  W I F I  P A S S W O R D > '

P R I N T ( W L A N . I S C O N N E C T E D ( ) )
T I M E . S L E E P ( 0 . 5 )

#  C O N N E C T  T O  T H E  W I - F I  N E T W O R K
W L A N . C O N N E C T ( S S I D ,  P A S S W O R D )

P R I N T ( ' C O N N E C T E D  T O  W I - F I ' )

# # #
P R I N T ( W L A N . I F C O N F I G ( ) )
# # #

D E F  S C A N _ P O R T ( I P ,  P O R T ) :
    S  =  U S O C K E T . S O C K E T ( U S O C K E T . A F _ I N E T , U S O C K E T . S O C K _ S T R E A M )
    T R Y :
        S . S E T T I M E O U T ( 5 )
        S . C O N N E C T ( ( I P ,  P O R T ) )
        R E T U R N  T R U E
    E X C E P T  O S E R R O R  A S  E :
        #  P R I N T ( E )  # #  U N C O M M E N T  F O R  D E B U G G I N G
        R E T U R N  F A L S E
    F I N A L L Y :
        S . C L O S E ( )

D E F  P O R T _ S C A N N E R ( I P ,  S T A R T _ P O R T ,  E N D _ P O R T ) :
    P R I N T ( " S C A N N I N G  I P :  " ,  I P )
    F O R  P O R T  I N  R A N G E ( S T A R T _ P O R T ,  E N D _ P O R T + 1 ) :
        I F  S C A N _ P O R T ( I P ,  P O R T ) :
            P R I N T ( " P O R T " ,  P O R T ,  " I S  O P E N " )
        E L S E :
            P R I N T ( " P O R T " ,  P O R T ,  " I S  C L O S E D " )

#  E X A M P L E  U S A G E
I P _ T O _ S C A N  =  ' 1 9 8 . 1 . 0 . 1 '   #  R E P L A C E  W I T H  T H E  I P  Y O U  W A N T  T O  S C A N
S T A R T _ P O R T  =  1
E N D _ P O R T  =  1 0 0   #  S C A N N I N G  1 0 0  P O R T S ,  A D J U S T  A S  N E E D E D

# #  S T A R T I N G  P O R T  S C A N I N G
P R I N T ( " R U N N I N G  P O R T  S C A N I N G . . " )
P O R T _ S C A N N E R ( I P _ T O _ S C A N ,  S T A R T _ P O R T ,  E N D _ P O R T )

Complete Code for  Port  Scanner using Micropython



In above code,  replace the value of  ip_to_scan with the IP

where you want to perform test  and provide the range of

ports  in start_port  and end_port .  Save the code as main.py

on you micropython enabled device.



T H A N K  Y O U  
F O R  D O W N L O A D I N G  O U R  G U I D E !

F O R  M O R E  E A S Y  T I P S  A N D  T U T O R I A L S   
C H E C K  O U T  O U R  B L O G

W W W . K H A L S A L A B S . C O M

https://khalsalabs.com/

